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ABSTRACT

Current trends show the intense growth in importance of mobile technology (Smartphones, tablets) within the life of the business thanks to economic, social and technological reasons. The Social element drives a powerful comfortability expectation, one form of which is called “Bring Your Own Device” (BYOD) a type use and access of the internal and external network resources of an organization. Apparently, the future is leading toward a more extensive enablement of smartphones and tablets with its enterprise mobile applications. The internal security standards along with the applicable regulatory ones are aiming at ‘policy enforcement’ as type of solutions and controls; however, this allows for merely one aspect of compliance. An alternative solution could be the behavior-based analysis: to identify the user or attacker or even a malicious program accessing recourses on the phone or the internal network. 
Complex networks can be defined by graphs, such as connections on resources on smart phone and set a blueprint of the user. In case the motif is different than the actual user behavior, the company can initiate specific actions to avoid any attacks. This document reviews the IT Security challenges with smartphones as well as the concept of the graph-based user identification.
The enterprise policy enforcement with the current mobile technology management tools (Mobile Device Management (MDM), virus detection, etc.) ensures only the compliance of the device. Within the enterprise size companies the MDM Server solutions with the push of the compliance could fail easily. MDM as with the current stage not an ideal solution because an immediate indirect impact on the revenue generation and the operational efficiency . The enterprise compliance of the smartphone device is only a validated response which can be altered by understanding the mobile technology such as the application structures or the way MDM technology works. Hackers are heavily attacking the smart devices with malicious software (with specific tools in different categories malwares, viruses, spywares, adwares, etc.) because these gadgets are also used in the enterprise environment with private data stored locally or have a defined  way to access the enterprise network.
It is a basic but key element of the IT security strategy to be aligned with the business strategy, especially regarding the smart phones because of (1) the intense growth of mobile technology and (2) the pressure from enterprise which has transformed business operations.

The dominance of network science has been driven by the growing recognition that the behavior of complex systems is shaped by interactions among their constituent elements. The rising availability and tractability of large and high quality data sets on a wide range of complex systems have led to a primary insight:  substantially diverse complex systems often share certain key organizational principles, and these can be quantitatively characterized by the same parameters. In other words, many complex systems show remarkably similar macroscopic behavior despite reflective differences in the low level details of the elements of each system or their mechanisms of interaction. An alternative solution could be the behavior-based analysis: to identify the user or an attacker or even a malicious program accessing recourses on the phone or the internal network. It is known that complex networks can be defined by graphs, such as connections on resources on smart phone and set a blue print of the user.
The behavior as above described can be modeled by mathematical graphs, where the graphs are defined simply as a set of nodes called vertices linked together in direct or indirect ways by connections (edges).  From a mathematical point of view G(V,E) to look it more closely these are canonical graphs as the vertices and edges labeled.

Vertices need to be defined as applications, more precisely vertices within the device also network addresses and websites. Edges are the connections between the vertices application called websites, network addresses, user or process initiated connections. 

· Network nodes can be defined by the resource accesses, i.e. applications, programs, device elements accesses initiated from the user or application calls.

· Association between network nodes could be defined by the connections of the applications (calls, connections, web access) usually resources are connecting together. 

· Based on the above elements, network nodes and associations provide the details to calculate the association matrix.

· Next steps include the network parameter analysis calculated from the above.

The question is not whether mobile activity can be defined as a complex network and describe by graph. The question is: can the process identify a user by a motif…, however before this question there are certain challenges. 

· Identify Motifs as the maximum independent set

· Search Motif in the complex network

· Define „approved behaviors” according to the identification of user behavior

First Challenge is to identify the motif in the graph

The challenge is finding the Maximum Independent Set (MIS) of a particular graph as it was defined by Garey and Johnson as NP-complete and remains so even for bounded degree graphs. According to Feige et al. published article in 1991 MIS cannot be approximated even within a factor of |V|1 − o(1) in polynomial time. 
Second Challenge is to search in the graph, discover motif

The Grochow-Kellis method can be used to find all examples of subgraphs of a given size, similar to exhaustive methods. In the background, all non-isomorphic graphs generated of a particular size using McKay’s tools. Then for each graph, the method evaluates its significance. 
To create a working model of the graph-based user identification, several elements are waiting for completion. The running tasks started by the system or user defined as the vertex, the connections between them are the edges. Once complex network and graph set than motif identified with greedy algorithm and search in the global graph with the Grochow-Kellis Algorithm. In order to have a behavior based decision making system, all of the above algorithm will be tested for further development of the behavior based system.
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